Cyberdermatoethics I: ethical, legal, technologic, and clinical aspects of patient-physician e-mail.
As Internet access has become ubiquitous, electronic mail (e-mail) is becoming more widely used as a means of communication between patient and dermatologist. Dealing with the ethical, legal, and clinical consequences has lagged behind the technology. Privacy of e-mail cannot exist without security, and as a foundation for understanding e-mail security, the elements of e-mail technology are reviewed. One of the greatest risks of e-mail is compromise of privacy. Although self-documenting and convenient, e-mail lacks the emotional cues of face-to-face encounters, is asynchronous and not always read in timely fashion, and is not suitable for certain clinical concerns such as urgent matters and cancer diagnoses. Legal issues relating to federal privacy regulations, ethical issues such as autonomy and justice, and guidelines for the use of e-mail in clinical practice are reviewed. Case scenarios are used to present the pitfalls in clinical e-mail encounters, including establishment of the doctor-patient relationship, diagnosis and treatment over the Internet, and curbside consultations.